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1. PURPOSE AND SCOPE
1.1. This Information Security Guide for ACRA clients (hereinafter, the “Guide”) is a
regulatory document of the Analytical Credit Rating Agency (Joint-Stock Company)
(hereinafter, “ACRA”) that is published for public access on ACRA’s official website.
1.2. This Guide has been designed to implement the provisions of ACRA’s Information
Security Policy of April 19, 2019 (Meeting Minutes No. 28).
1.3. This Guide has been designed for ACRA clients in accordance with the Bank of Russia’s
Regulation No. 684-P, of April 17, 2019, Setting Forth Mandatory Requirements for
Nonbank Financial Institutions to Ensure Protection of Information in Financial Market
Operations for the Purposes of Countering Illegal Financial Transactions.
1.4. This Guide provides recommendations for ACRA clients on mitigating the risks of
malware activity or unauthorized access to information.
2. MAIN TERMS
2.1. ACRA client / Client means an individual or a legal entity interested in the services
provided by ACRA or already using those services.
2.2. Malicious software (malware) means a type of software that is able to insert its code
in other programs and distribute own copies over various communication channels in
order to obtain unauthorized use of the resources on the device or cause harm/damage
to the information owner and/or the owner of the device, by copying, distorting, deleting
or substituting information, or in order to create conditions for such actions.
2.3. Compromise means an event that gives reasons to believe that the protected
information has been accessed by an outsider, which makes its continued use seem
unsafe.
2.4. Device means any automated information processing device used for communication
with ACRA systems and services (for example, a personal computer, cellular phone, etc.).
2.5. Password means a secret combination of characters assigned to a specific
individualized account and used to confirm the authority to use information systems and
resources.
3. GENERAL GUIDELINES
3.1. You should only use licensed software on your devices, obtained from the sources
that guarantee the absence of malware.
3.2. You should install, on a regular basis, the software updates released by manufacturers
for your operating system, firewall, and applications.
3.3. Installation of any remote computer management software on your devices is not
recommended.
3.4. Place your monitors and printers in such a way as to exclude or restrict unauthorized
access of others to the information displayed or printed.
3.5. When leaving your workplace for a short time, it is recommended that you lock your
computer, e.g., using a keyboard shortcut (Win + L).
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4. PASSWORD PROTECTION RECOMMENDATIONS
4.1. Do not write down your passwords on paper and do not save them in your hard disk
files or on your devices in an unencrypted form. Do not use the “Save Password” function,
as most programs store passwords unencrypted and an intruder gaining access to your
computer will be able to use them.
4.2. Do not share passwords with other people, including your family or your company
system administrators.
4.3. When accessing automated systems it is recommended to use complex passwords
that meet the following requirements:
- Password length should be minimum 12 characters;
The password should include characters from each of the following groups:
uppercase Latin letters (A-Z), lowercase Latin letters (a-z), digits (0-9), special
characters and punctuation marks (!@#$%^&*(),.?).
4.4. Do not use simple passwords such as meaningful words (e.g., the word “password”),
date of birth, phone number, etc., or sequences of consecutive keyboard characters (e.g.,
“qwerty”) or three or more repeated characters (e.g., 77777777, 111adZZZ).
4.5. It is recommended to change the password used to access automated systems at
least once in 90 days.
-

5. ANTIVIRUS PROTECTION RECOMMENDATION
5.1. For protection against malicious software, it is recommended to use licensed antivirus
software, providing comprehensive protection and running in an automatic mode.
5.2. Antivirus software must be updated regularly.
5.3. You should perform a full virus scan on your devices at least once a week. If any
suspicious files are detected, they should be removed or, if removal is impossible, moved
to a quarantine area.
5.4. Do not turn off anti-virus software under any circumstances.
6. INFORMATION SECURITY RECOMMENDATIONS FOR INTERNET USE
6.1. You should not go to dubious Internet sites.
6.2. Do not click on hyperlinks in emails received from unknown senders or open files
attached to them. It is recommended to delete such messages immediately.
6.3. Always check that the URL of the website listed in the address bar of your browser
begins with https:// (displayed as a locked padlock), and not with http://. Furthermore,
the authenticity of the web address must be confirmed with an SSL-certificate issued by
an international certification center.
7. ELECTRONIC SIGNATURE KEY COMPROMISE
7.1. Please report any cases of compromising the reinforced qualified electronic signature
key that is used in communication with ACRA by sending an email to IS@acra-ratings.ru
or by calling us at 8 (495) 139 0480.

May 28, 2020

Information Security Guide for ACRA Clients

Page | 4

(С) 2020
Analytical Credit Rating Agency (Joint-Stock Company), ACRA (JSC)
75, Sadovnicheskaya embankment, Moscow, Russia
www.acra-ratings.com
The Analytical Credit Rating Agency (ACRA) was founded in 2015, with its 27 shareholders representing major Russian corporate
and financial institutions and its authorized capital exceeding RUB 3 bn. ACRA’s main objective is to provide the Russian financial
market with high-quality rating products. Methodologies and internal documents of ACRA are developed in compliance with
the Russian legislation and with regard to global rating industry best practices.
The provided information, including, without limitation, credit and non-credit ratings, rating assessment factors, detailed credit
analysis results, methodologies, models, forecasts, analytical reviews and materials, as well as other information placed on the
ACRA website (further referred to as Information), coupled with the ACRA website software and other applications, are intended
for information purposes only. Information must not be modified, reproduced or distributed by any means, in any way or form,
either in whole, or in part, in marketing materials, as part of public relations events, in news bulletins, in commercial materials or
reports without a prior written consent from, and reference to, ACRA. Any use of Information in violation of these requirements
or the law is prohibited.
ACRA credit ratings reflect ACRA’s opinion about the ability of a rated entity to meet its financial obligations or about the credit
risk of individual financial obligations and instruments of a rated entity at the time of publication of the relevant Information.
Non-credit ratings reflect ACRA’s opinion about certain non-credit risks assumed by interested parties interacting with a rated
entity.
The assigned credit and non-credit ratings reflect all material information pertaining to a rated entity and known by ACRA
(including the information received from third parties), the quality and reliability of which ACRA considers appropriate. ACRA
shall not be responsible for the accuracy of information provided by clients or relevant third parties. ACRA does not audit or
otherwise verify the provided data and shall not be held responsible for their accuracy and completeness. ACRA conducts rating
analysis of information provided by customers using its own methodologies, with the texts thereof available on ACRA’s website
– www.acra-ratings.com/criteria.
The only source that reflects the latest Information, including the one about credit and non-credit ratings assigned by ACRA, is
ACRA’s official website – www.acra-ratings.com. Information is provided on an "as is" basis.
Information shall be considered by users exclusively as ACRA’s statement of opinion and must not be regarded as advice,
recommendation or suggestion to buy, hold or sell securities or other financial instruments of any kind, nor shall it be viewed as
an offer or advertisement.
Neither ACRA, nor its employees and persons affiliated with ACRA (further referred to as the ACRA Parties) provide any direct or
implied guarantee expressed in any form or by any means regarding the accuracy, timeliness, completeness or applicability of
Information for making investment and other decisions. ACRA does not act as a fiduciary, auditor, investment or financial advisor.
Information must be regarded solely as one of the factors affecting an investment decision or any other business decision made
by any person who uses ACRA’s information. It is essential that each of such persons conduct their own research and evaluation
of a financial market participant, as well as an issuer and its debt obligations that may be regarded as an object of purchase, sale
or possession. Users of Information shall make decisions on their own, involving their own independent advisors, if they deem
it necessary.
ACRA Parties shall not be responsible for any action taken by users based on Information provided by ACRA. ACRA Parties shall
under no circumstances be responsible for any direct, indirect or consequential damages or losses resulting from interpretations,
conclusions, recommendations and other actions taken by third parties and directly or indirectly connected with such
information.
Information provided by ACRA is valid only as of the date of preparation and publication of materials and may be amended by
ACRA in the future. ACRA shall not be obliged to update, modify or supplement Information or inform anyone about such
actions, unless the latter was recorded separately in a written agreement or is required by the legislation of the Russian
Federation.
ACRA does not provide advisory services. ACRA may provide additional services, if this does not create a conflict of interest with
rating activities.
ACRA and its employees take all reasonable measures to protect all confidential and/or material non-public information in their
possession from fraud, theft, unlawful use or inadvertent disclosure. ACRA provides protection of confidential information
obtained in the course of its business activities as required by the legislation of the Russian Federation.

